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Data Protection Policy 

Policy statement  
IOpener’s Data Protection Policy is governed by The Data Protection Act 2018 (DPA) incorporating the UK General Data Protection Regulation (UK GDPR), the data controller is iOPENER INST. FOR PEOPLE AND PERFORMANCE LIMITED (Company Number: 07591929) or any contracted consultant operating on its behalf.  Our nominated representative for the purpose of the policy is our Interim Data Protection Officer Saul Draper (appointed December 2021).
The company adopts the principles of openness, which will, in turn, contribute to the fostering of open and honest management. The Company will not keep in record form any information, opinion or judgment that the Company would not be comfortable showing to its subject and explaining and justifying if called upon to do so.
[bookmark: _vi02w2q4gf]
[bookmark: _gjdgxs]Policy provision 	
All employees or contracted consultants operating on iOpener’s behalf will have the right of open access to their personal records.
A personal record is a manual and/or electronic record, which is capable of enabling the identification of the particular employee or consultant.
Emails and CCTV camera footage (if applicable) that have reference to, or include, the data subject, may also form part of these records. 

[bookmark: _5d6efcbumhw4]Record keeping
Personal records may only be established and maintained by authorised employees of iOpener. No other personal records may be established or maintained. 

A personal record may contain any information legitimately required for the purposes of: 
· statutory employment records, and / or 
· operational management and administration

These may include: 
· applications for vacancies and CV’s 
· interview records 
· references 
· medical reports 
· offers of employment 
· statutory statements of terms and conditions 
· contracts 
· disciplinary and grievance records 
· performance appraisals and similar reviews 
· notes of informal meetings and interviews 
· allowances and expenses 
· training details 
· salary, additional payments and bonuses etc 
· work permits 
· related correspondence 
· attendance records
Format and location of records 
All personal records should be kept in a secure location with controlled access for those with authorised access.
[bookmark: _lro9wcjq0d50]
[bookmark: _30j0zll]Sensitive personal data 
Sensitive personal data is personal data, which relates to: 
· racial or ethnic origin of the data subject 
· his/her political opinions 
· his/her religious beliefs or other beliefs of a similar nature 
· whether s/he is a member of a trade union 
· his/her physical or mental health or condition 
· his/her sexual preference
· the commission or alleged commission by him/her of any offence, or any proceedings for any offence committed or alleged to have been committed by him/her the disposal of such proceedings or the sentence of any court in such proceedings

[bookmark: _3znysh7]Processing of sensitive data 
The Act prohibits the processing of sensitive data except in specified circumstances, for example ethnic monitoring. It is the Company’s policy that the explicit and informed consent of employees and consultants will be obtained for the processing of information that may include sensitive personal data.
[bookmark: _j3ngxv7z0iur]
[bookmark: _2et92p0]Consent
For prospective and new employees and consultants consent will be obtained by a specific signed declaration in Terms and Conditions of Employment (for employees), or consultant contract (for consultants)  issued on appointment. 
Secret or alternative records may not be established for the purposes of bypassing the spirit or intention of this policy.

Employee and consultant rights 
[bookmark: _3dy6vkm]Requests for Right of Access
Employees and consultants will have right of access to their personal record within 28 days of written notice being received by the Company.  In response to a request, the appropriate iOpener Core Team Member receiving the access request will confirm, in writing, the date, time and place at which access will be provided. Where possible, live data, e.g. copies of current emails and CCTV footage (if applicable), will be presented. 
Archived data or data that is very difficult or burdensome to locate need not be retrieved if the likely effect of non-retrieval is minimal on the data subject.
[bookmark: _1t3h5sf]Details of access
That access will be by arrangement and viewing of the contents of the record will be at its kept location, in the presence of a person nominated by the company’s management. (The sole purpose of this provision is solely for the purposes of ensuring that no material is inappropriately removed or destroyed).
All access to documents and data should be recorded and kept by the authorised employee.
[bookmark: _627tk3qbh2mo]
[bookmark: _a6udq5bwgp6s]References - employees and prospective employees
[bookmark: _fo8wnn9fl3k]Confidential references 
Confidential references given by the Company are exempt from subject access under the Data Protection Act. Nevertheless they should be written in the knowledge that the receiver may seek consent to disclose the reference to the prospective employee before or after he/she has been engaged. The Company may, or may not, agree to such disclosure. In addition, there are certain legal procedures under which disclosure may be ordered.
[bookmark: _jx7qygi5qjb8]
[bookmark: _3rdcrjn]Retention of records 
Personal records covered by this policy shall be retained, after the actual date of the employee or consultant leaving, for the following period:
· HR Records - 10 years (complete record) 20 years (summary of record) 
· Payroll/Finance Records - In accordance with tax requirements 
· Pension Records - In accordance with pension scheme requirements

After that period, records shall be destroyed. 
Serious and/or repeated non-compliance will be regarded as misconduct and will render the person liable to disciplinary action.



Data Transfer Policy 

Purpose 
The purpose of this policy is to set out the way in which data should be protected and transferred within the organization.

Legal provision
The storing and transfer of all data must adhere to the standards set out in the Data Protection Act 1998 and its superseding General Data Protection Regulation (GDPR) – Regulation (EU) 2016/679. In particular, it must be noted that personal data shall not be transferred to a country or territory outside the European Economic Area (EEA) unless that country or territory ensures an adequate level of data protection. iOpener maintains and regularly updates a Data Register to track where data is being transferred, which has allowed us to complete an additional risk assessment in accordance with ICO guidelines following the Schrems II judgement in July 2020. 

Implementation 
Before any data is transferred the necessity of the transfer should be considered. Data should only be transferred when it is essential for the smooth operation of the organisation.

All sensitive or confidential data should be encrypted, compressed and password protected before transmission. If an employee or contracted consultant does not know how to do this s/he should seek appropriate assistance from the IT support.

If data is to be transferred through memory sticks, CD-ROMs or similar formats then the secure handling of these devices must be ensured. No such device should be sent through the open post – a secure courier service must always be used. The recipient should be clearly stated.

If data is sent via a courier the intended recipient must be made aware when to expect the data. The recipient must confirm safe receipt as soon as the data arrives. The sender is responsible for ensuring that the confirmation is received, and liaising with the courier service if there is any delay in its receipt.

iOpener management must be informed immediately if any confidential or sensitive data goes missing. An immediate investigation will be launched to discover where the data has gone.

If it is found that the data has been received by an unauthorised individual it must be determined whether that individual has accessed the data. If that individual has, and the data was correctly encrypted, compressed and password protected it suggests that the individual has unlawfully accessed the data. In such situations it might be appropriate to involve the police in the investigation, and the iOpener Information Security Incident Policy and Procedure must be followed.

The Company management will consider whether any individuals need to be informed about the data having gone missing – even if it is subsequently found. 

If an employee or contracted consultant has been negligent in transferring sensitive and confidential data this might be considered to be gross misconduct, which might result in summary dismissal or termination of contract. This is particularly likely to be the decision if the employee or consultant:

· did not encrypt, compress and password protect data
· transferred data using the open post and did not use a courier service
· transferred data without seeking the appropriate approvals
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